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Public Network VRO F=O{Fl ZQl1

Guest Network

OpenVPN A7 HOHEAIS 93t ALBSHE BT oz A
Tunneling Network | Z=7| MH TS A| 10.8.0.0/24 0| B = L|Ct.

O| If Af2Sl= ZE= UDP 1194 QIL|C}.




o =0
=] | Firewall | Port Forwarding Load Balancer
Source CIDR Frotocol Start Fort End Fort
0,0,0,0/0 tep 21 21 AL H
0.0,0,0/0 udp 1194 1124 A H
0,0,0,0/0 tcp 22 22 A H

Ho 26
Fage: Firewall [ Port Forwarding ] Load Balancer
=02 E AMH Fublic Fort Frivate Port ZZ2EE

OpenyPN_Access_Server (0c 191195 ~fhad- o
47ab-8647-21a452a7d9a6) 1194 1194 udlp .
OpenyPN_tccess_Server (0c191f95fbad- o
473b-8647-21a452a7d9a6) 21 21 tep o
CpenyPN_Sccess_Server (0c1971f95-fhad- 50 05 tep AL H

47ab-8647-1a46257d9a6)

 Port o] 8E & Of2fel Z&LIC

‘

Port Description
UDP 1194 OpenVPN Access Serve2| DaemonO| At838t= Port®!L|C}.
b o1 Client7} CAQIZAQt AFRHH S CHEH7| 9ISt VSFTPA{H Q|
Passive Mode ZZ%t8 PortQL|Ct
TCP 22 SSH ¥£& Port YLICH

2. Server Side AdH

2.1 OpenVPN Access Server

-

x7| M4 Al OpenVPN/FTP MH{Q] TEXMEE Dynamic Motd 2 £3}0] 0IslAl & QOO
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Access Server | M2 Of2fel 20| 2ol 9 ¥ ot & ALiTh




2.1.1 Access Server 2| Config =9I

20l | X| : /etc/openvpn/server.conf

8 o1 S
port 1194
proto udp
dev tun routed IP tunnel
ca ca.crt 1S 7|2H(XHH|) 2B M
cert server.crt Access MH Q= M(E717| =ghH
key server.key Access MH 7|{217|
dh dh1024.pem
server 10.8.0.0 255.255.255.0 Tunneling & IPH{Z CHY
ifconfig-pool-persist ipp.txt IPEY LY 7|2
push "route 172.27.0.0 255.255.0.0" Client o] 2} EIH 0|20 =7}

2.1.2 Access Server A F7}

Client = gt2 &l User & "OfO|C|/THAYE"Z VPN H=£0| 7psstL|Ct.

# useradd [O}O|LC]]

# passwd [OtO|C|] ME = 23 M{AQE AUH

2.1.3 Access Server B! vsFTP F-ZHAl BHA
ol

dMe 2| FEA AHsTE 2EEY

# chkconfig openvpn off
# chkconfig --list openvpn

# service openvpn start

# chkconfig vsftpd off
# chkconfig --list vsftpd

# service vsftpd start




2.2 Ucloud VM

QFMAM HEES O|85I0] Guest HESRILHS VMO FHo17| fsiM= HET A
0l

CHst 228 H7-0| EegtL|Ct.
2.2.1 Linux(CentOS 5.X) M A

1) FAl HEERIFEAl 22 S HOlZ AtE)

# route add -net 10.8.0.0 netmask 255.255.255.0 gw [openvpn A/H] ethO IA

(2) S+ HEERIFEA0E 2t Hol2 7A[H)

# vi /etc/sysconfig/network-scripts/route-eth0
10.8.0.0/24 via [openvpn A/H{ eth0 IA]

# service network restart

2.2.2 Windows VM A A

1) Al HEEIFEAl 2t2E HOlE AtEtE)

# route add 10.8.0.0 mask 255.255.255.0 [openvpn A/H] ethO IP

(2) S+ HEERIFEA0E 2t E Hols 7AIE)

# route add —p 10.8.0.0 mask 255.255.255.0 [gpenvpn A/H{ eth0 1A




3. Client Side 4+

3.1 Windows Client

3.1.1 Client T2123 MX|

o http://www.openvpn.net 0Of
o Downloads & Community Downloads /1EH

o Windows Installer (openvpn-2.2.2-install.exe) Ct2ZE

-

o
L

2K

3.1.2 Client 4|1 me 2 A}

o CHProgram FileswOpenVPNWsample-config 2| client.ovpn&
C:WProgram Files#OpenVPN¥tconfig 0 €0 €&

3.1.3 CAQIZA EA}

o HEZIRMO| T ftp//[OpenVPN AHIAE YUH

o Ofo|C|/mfAQE H = 219l 510 pub C|HEZ|Q| ca.crt
o CMtProgram FileswOpenVPN#config O] 20 ©3

=2A
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3.1.4 #n1 M% M2

Windows @2 {Et Of0|2 4 Me

Connect
Disconnect
Sy Status

Wiew Log
Edit Config
Change Password

Proxy Seftings

Sbout
Exit

IS




3.1.5 #Ho1 4H

[=7tE 78]
remote [OpenV/PN A/H/IF 1194

auth-user-pass

Ex=PSE]
# cert client.crt

# key client.key

@ auth-user-pass : Access Server(Z|s2)M0| userEE AIRSIEE &

3.1.6 OpenVPN Client =23 152 S%F M=%

o Windows @2 3}LF OF0|&

Connect
Dizconmect
Show Status

View Log
Edit Config

Change Password

Proxy Settings

Ahout
Ewit

IR T

7 S 2 ofolcl/mATlE 2

Curtent State: Connecting

[Trs Now 27 172748 E012 ConmrePA £0 M naE-HI W (3811 (201 balfon oot 1255
ser Authentication
Usemame: ]
P: d
ok Canicel
D t Reconnect Hidk

3.2 Linux Client (Cento0S 5.x 7|&)

3.2.1 RPMforge AX]

2.el5.rf.x86_64.rpm

# wget http://pkgs.repoforge.org/rpmforge-release/rpmforge-release-0.5.2-

# rpm -ivh rpmforge-release-0.5.2-2.el5.rf.x86_64.rpm
# rm rpmforge-release-0.5.2-2.el5.rf.x86_64.rpm




3.2.2 OpenVPN AX]

# yum install openvpn

3.23 CIHMERZ| o|F Y #Hu|a/7| mY ZA}

# cp -R /usr/share/doc/openvpn-2.2.2/* [etc/openvpn
# cp /etc/openvpn/sample-config-files/client.conf /etc/openvpn

# cp /etc/openvpn/sample-keys/ca.crt /etc/openvpn

3.24 #HOo 1 4H

[=7H2 73]
remote [OpenV/PN AjH/IF 1194

auth-user-pass

EXPeEl)
# cert client.crt

# key client.key

@ auth-user-pass : Access Server(2|s2)2 2| userdEE AFESIE




4. DAL

o

4.1 Access Server 0jjA{ Client 0f] Hj=Z=Ek|= IP =0l

I =

o OfO|C|EZ ot H SEHEl IP7} IHHSZAI0E SLSHA HiE & L C
o ofo|C|H IPEL} LHE /etc/openvpn/ipp.txtE HA|H EL|C}
- IPEFUSI2 OpenvpnMHE Xt 2 Iff BiZL{HO| Hll & LT
o H&X 21 =9l : /etc/openvpn/openvpn-status.log

HZSHAIE LT

- www.openvpn.net = Community(&EtZ 24| 0| 4F)=2> HOWTO(EHS M =)

=>» Setting up your own Certificate Authority (CA) and generating certificates
and keys for an OpenVPN server and multiple clients



http://www.openvpn.net/
http://openvpn.net/index.php/open-source/documentation/howto.html#pki
http://openvpn.net/index.php/open-source/documentation/howto.html#pki

